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Abstract

Wireless broadband connectivity is a highly effective technology in a controlled deployment, having proven successful in a number of applications including home entertainment and connectivity in residential or business applications where wiring is not feasible or possible.  In spite of these successes, inherent security, economic and technical limitations of the Wi-Fi standards render this technology a poor substitute for wired broadband.  
Municipalities that are considering wide-spread deployment of a Wi-Fi network should consider not only the potential benefits of such a network but its limitations – including its high-risk nature, its unresolved security issues, and the relatively low utilization rates experienced by Wi-Fi implementations to date.  
USIIA urges municipalities to proceed cautiously; to establish valid and measurable goals for the network; and to consider public-private partnerships that will attain the goals while reducing risk for the municipality.
Municipal Wi-Fi Networks
Introduction

As of July, 2005, a total of 52 of the nation’s 40,000 local governments were operating municipal or regional Wi-Fi networks on their own, of which 29 were used only for government business and safety forces.  Another 31 regions or cities have formed public/private partnerships and have municipal networks operated by private Wireless Internet Service Providers (WISPs) or non-profit cooperatives.  Twenty one cities have Wi-Fi hotspots in operation in selected parts of the city, of which nine are operated by WISPs or Coops.  Another 35 cities are currently studying or actively planning for wireless networks in the future.

These numbers are lower than one might think, given the intense media hype and speculation surrounding the issue of municipal Wi-Fi.  In addition, with major cities from New York to San Francisco evoking interest in such projects, it should be expected that there would be a solid body of factual evidence – including actual budget numbers and utilization rates – to evaluate the social benefits as well as the economics of municipal Wi-Fi.  Yet this data is virtually impossible to find.  What little research does exist suffers from a host of errors, from such technical problems as insufficient sample sizes and bias in the research model to the use of empathy data.
 

Such evidence does exist for the commercial applications of Wi-Fi for hotspots, business networking and residential networking.  For business and residential networking, Wi-Fi represents an excellent “last 100 feet” alternative where hard-wiring is not possible or not economically feasible.  Likewise, Wi-Fi is a proven technology for hotspots, where the geographic size of the footprint and technical problems such as security and interference are manageable.  The goal of the hotspot is not always direct profitability, but in all cases the hotspot contributes to the success of the network operator either by generating revenue directly through subscriptions, or by acting as a “loss leader” in the generation of other revenues – such as when a coffee shop uses Wi-Fi access to entice customers to first choose their location and then to remain on the premises and purchase more coffee.

Problems occur, however, when municipalities attempt to expand the hotspot concept to cover more substantial geographic areas where these and other challenges cannot be adequately controlled.  Further, municipalities appear to have difficulty justifying the network in terms of revenue generation, and thus have a propensity to create ongoing drains on public resources which could be used for social services such as law enforcement, education, and libraries.  
Wi-Fi remains a strong and viable technology, but the case for wide geographic deployment for a municipality has yet to be proven.  For example, there were as of June, 2005, some 65,000 hotspots in 100 countries, with almost 27,600 in the United States alone, with a strong trend for growth in the US, Europe and Asia.
  Commercial hotspot and network Wi-Fi deployments by the private sector outnumber municipal deployments by five hundred to one.
This paper examines the data that is available for Wi-Fi in a broad geographic deployment.  It is not a criticism of Wi-Fi, which is an excellent technology for the purpose for which it was created.  Rather, it catalogs the benefits and challenges of municipal ownership and operation of a Wi-Fi wireless network; makes note of some of the factors that should be considered prior to initiating a Municipal Wi-Fi project, and gives recommendations to government subdivisions for proceeding with such projects.
The Benefits of Wi-Fi
In general, the benefits of Wi-Fi to the end user/subscriber may be categorized as follows:
· Mobility.  An end user with a computer or other device equipped with a Wi-Fi access card who is within range of one or more access points is able to make use of standard options for communication (email, Voice over IP telephony, Instant Messaging and video communication), web browsing and other Internet services.  While some access points are geographically fixed (e.g., at home, in a coffee shop, in an airport), a planned sequence of access points in a network can offer relatively uninterrupted services across many access points.  This enables mobile computing in taxi cabs, on busses, in private automobiles and – if current plans are realized – in airplanes.

· Low Cost.  Since it is relatively inexpensive, Wi-Fi capability is already built into laptop and notebook computers, as well as into some selected hand-held devices such as PDAs (Personal Data Assistants).  Where it is not built in, a typical 802.11g networking card for a computer costs as little as $49 at retail.
  Subscription costs vary from free in some locations to fees approaching those for wired broadband connectivity.
· Flexibility.  Wi-Fi networks enable the end user to move from one device to another on the same network so long as all of the devices utilize Wi-Fi networking or built-in capabilities.  This means that a single end user on a single subscription account may use that account for a home computer, an office computer, a notebook computer and a PDA or other device throughout the network’s designated coverage area.
· Real-Time Access To Data.  In organizations that require or would benefit from real-time access to data – locations, readings, measurements and data tables – cost benefits of Wi-Fi where no other wireless capability is economically available to the end user is tangible and measurable.
These are all good benefits to the end user, and require both the means to access the network through Wi-Fi enabled devices and the technological knowledge to effectively make use of the connectivity.  
Benefits to the organization that operates the network have not been as well corroborated.  Some data has been gathered with respect to the increased productivity available when workers are not tied to a specific geographic location, and the cost savings available for deployment in areas where it is not possible or feasible to deploy wired networking solutions such as Ethernet.  But this data is for corporate deployments, and does not easily translate to municipal government deployments.
Other benefits have been claimed for Wi-Fi networks, particularly in municipal applications.  These claimed benefits usual include a closing of the Digital Divide, enhanced business development prospects, enhanced stature for the municipality, and measurable cost reductions for city services such as utility meter readings and coordination/tracking of emergency crews.  None of these, however, are strongly supported by the data available.
In order for a municipal network to have any impact on the “Digital Divide,” it would be necessary for the economically disadvantaged sections of the municipality to have a relatively high level of literacy – Internet access is far less useful to those who cannot read.  In addition, Internet access via the network would have to be accompanied by available computers equipped with Wi-Fi receivers, computer literacy training and support, and technical support for end users.  These elements are generally missing in economically disadvantaged neighborhoods.  It would be reasonable to assume that if the cost of broadband were the only obstacle to healing the Digital Divide, communities would already have bridged the divide using free or low-cost dial-up services – there is no content available today via broadband that is not also available via dialup, albeit at a reduced rate of data throughput.

Neither does a Wi-Fi network significantly impact the business development prospects of a municipality, though it may have done so in 1997 when the first 802.11 standard was approved.  In the intervening years, the emergence of multiple forms of faster, more secure broadband (e.g., cable modem service, digital subscriber line service) make it virtually impossible for a business that relies on high-speed Internet access not to already have it.  In fact, the Federal Communications Commission reported this year that 99 percent of the zip codes in the United States that have more than 41 persons residing within the zip code – including every municipality in the country – has at least one private broadband provider already resident.

Lack of broadband might yet deter a business from relocating to a given location, but simply having broadband available will not be sufficient in and of itself to attract new businesses.  Further, there is no quantifiable data that indicates the Wi-Fi has a measurable impact on the two econometric measures of success in business development – an increase in median wage levels or increased levels of private employment in the municipality.

Finally, many municipalities regard a Wi-Fi network as a source of civic pride, without noting the economic damage done to local businesses or the reality that virtually every town in America has or could easily have a plethora of hotspots and networks provided by private companies.  In fact, virtually every coffee shop, airport, hotel and library is already a private commercial hotspot or soon will be.
Cost saving initiatives are one potential tangible benefit to the community from adoption of a municipal Wi-Fi capability for utility and other government services.  From eliminating the need for on-site meter reading to lower-cost tracking of and communication with municipal employees, measurable cost savings may be available to a municipality through a well-planned and efficiently operated Wi-Fi network.  Again, however, there is little or no data available on how municipal Wi-Fi projects of this type are faring.  
If municipalities are saving money as they projected, they are not reporting it publicly and with verifiable data.  Part of this lack of data is simply the newness of these municipal networks, which renders meaningful demographic and usage data unreliable.  For example, the public municipal network operated by Chaska, MN – often viewed as one of the most successful public municipal implementations – only went “live” with subscription fees last December.  It is nearly impossible to derive meaningful data from networks that are only weeks or months old.

Challenges for Wi-Fi

Balancing the benefits of a Wi-Fi wireless network are the considerable challenges that the operation of the network represents.  While these are numerous, the most serious fall into three categories – security challenges, economic challenges and technical challenges.  Each is briefly described in the following sections.
Security and Liability Challenges

To put it mildly and bluntly, Wi-Fi networks operated as an open, free service present substantial security issues for the municipality and for the people who use the network.
At the outset, the municipality must decide whether the Wi-Fi network will be protected or unprotected.  If the network is open (no registration required) and unprotected, users will experience a faster and more reliable connection but will risk compromising any data transmitted over the network as well as the integrity of any information stored on their access device.  In addition, the integrity of the network itself can be easily compromised, allowing access to the full network and any networks connected to it, including municipal and corporate networks.

Even a protected network, however, is at risk.  The initial Wireless Encryption Protocol (WEP) proved to be no match for hackers due to its reliance on encryption keysets that were re-used – allowing hackers to compare and quickly break the encryption keys.  At a 2004 ISSA (Information Systems Security Association) meeting in Los Angeles, a team of FBI agents led by Special Agent Geoff Bickers demonstrated current WEP-cracking techniques and broke a 128 bit WEP key in about three minutes. 

To address the security shortcomings of this model, the IEEE approved a Wireless Protection Access (WPA) model as part of the 802.11i update.  WPA has since been upgraded further with WPA2.  The technical specifications of the WPA standard aside, hackers are able to break the encryption on a Wi-Fi network in a matter of minutes using tools downloaded for free from the Internet.  

These issues raise substantial liability issues for a municipality:
· Information may be intercepted between the computer node and the access point.  In December, a 21-year-old Michigan man and two co-conspirators were sentenced federal prison for their scheme to steal credit card numbers from the Lowe's chain of home improvement stores by taking advantage of an unsecured Wi-Fi network at a store in suburban Detroit.
· The Network Operator may be held legally liable.  Courts around the world are just addressing the question of liability for attacks from unsecured or hacked networks.  But a paper published in April, 2005 in the Santa Clara Computer and High Technology Law Review by Robert Hale II lays the groundwork for such liability, noting that failure to properly secure the network could be construed as giving “implied consent” to actions taken on the network.
· Computers connected to the Wi-Fi network could be used as “zombie servers” to transmit spam, post child pornography or launch denial of service attacks.  If the network is not secured, or if it is hacked, this can be done with no means to trace the originating computer.
· In a mixed-use network, hacking into the Wi-Fi network could provide access to city utility and service computers as well, providing the means to disrupt or attack critical services or even the nation’s electrical power system.
The principal problem with security isn’t just that hackers are aggressively seeking to break into the network.  It is also that the technology is relatively new, and the computer security industry has not yet had time to create the network security and administration tools – such as exist for wired networks – to manage and thwart such attacks.
Economic Challenges
There are three different economic problems for deployment of Wi-Fi.  The first is that many of the cost benefits accrue to businesses but not to municipal agencies.  The second is the relatively low utilization rate for public Wi-Fi networks.  The third is the detrimental economic impact of the municipality and its entry into an otherwise free marketplace.
· The strongest economic model is for deployment in a business environment, where cost-savings can generate a quantifiable return on investment.  Business organizations benefit from the deployment of Wi-Fi networks because the cost savings are not a straight pass-through.  Because of factors that include the cost of goods sold and the relatively high tax burden carried by businesses in the United States, a dollar saved in IT expenditures impacts the bottom line of the business as a multiple.  That is, to generate the same dollar by selling more products would actually require $5 in new sales.  Therefore, the impact of each dollar saved is significantly higher than it is for municipal agencies, where a dollar saved is simply a dollar saved.  While any savings is helpful to the municipality, available data on the financial benefits of Wi-Fi networks are generally related to business, not municipal, applications and therefore should not be used as a reference point.
· Wi-Fi networks suffer from low utilization.  The challenge of the Wi-Fi model is and has always been utilization.  Available data tends to indicate low utilization, primarily focused on mobile workers.  In terms of aggregate usage, the Telecommunications Industry Association reports that as of 2004 there were 2.2 million subscribers to fixed wireless networks, representing 6.8 percent of the total number of broadband subscribers or 0.09 percent of the US population.
 

T-Mobile, the nation’s largest private subscription mobile Wi-Fi service provider, reported in June of 2005 that it had only half a million subscribers, and that those users in the first quarter of 2005 logged into the Wi-Fi service on average only twice per month.
  Verizon, which installed Wi-Fi hotspots in public phones throughout New York City in 2003, pulled them out in 2005 for lack of use.
A 2004 survey by InsightExpress found that only about 10 percent of Americans use Wi-Fi, and that of these only 40 percent ever use Wi-Fi outside of the home.  Further, research by In-Stat/MDR indicates that frequency of use is relatively low, with 40% of respondents who use Wi-Fi networks accessing them once every couple of months or less.  Utilization is somewhat higher at airports, and at hotels, but only if the service is offered at no cost.  The Yankee Group estimates that there are, as of June 2005, only 520,000 Americans – one third of one percent of the US adult population -- using Wi-Fi hotspots.
Anecdotal evidence suggests that hotspots in popular locations (coffee shops, airports, hotel lobbies, etc.) may be successful in some venues, though less than two percent of the population (the 10 percent who use Wi-Fi, of which only 40 percent use it outside the home, of which 45 percent would patronize a business because it has Wi-Fi) is likely to support the strategy.  The Wi-Fi service offered at these locations is also ancillary to the product or service the company is selling to the public.

Similarly, the Telecommunications Industry Association finds that 2.2 million people in the US subscribe to broadband via Wi-Fi connections – one percent of the adult population of the US.  This would indicate that half of the users of Wi-Fi users are unwilling to pay for the service – an indication supported by In-Stat/MDR research suggesting that while 62 percent of Wi-Fi users would select their venues on the basis of whether the venue offered Wi-Fi, this is only the case if the Wi-Fi service is free.
The data would therefore suggest that utilization of public Wi-Fi networks is very low, and that while this utilization rate is expected to improve, it may improve only where the Wi-Fi service is free.

· There is a negative economic impact from the municipal Wi-Fi network on the existing private wireless industry, and on businesses that have taken the risk to invest in their own networks.  Businesses invest in their own wireless networks in order to derive direct subscription revenues or as a loss-leader.  Hotels are an example of direct revenues, charging a per-day or per-hour subscription fee for direct revenue.  Coffee shops that provide Wi-Fi access are an example of the loss-leader model if they offer free access to the network in the hopes that users will buy more coffee and food products.

The creation of a municipal Wi-Fi network interjects a new competitor into the market – one that can be supported with almost unlimited funding through the direct use of taxpayer dollars or indirectly through municipal bonds.  This has a suppressive effect on the wireless industry within the municipality.  If the wireless network is offered to the public at no cost, wireless competitors will simply be driven out of business.  Worse yet, companies that took the risk to invest in Wi-Fi as a means to differentiate their businesses from competitors – hotels, coffee shops, etc. – will now find that the municipality is eliminating any potential return on that investment or benefit from investing in this marketing strategy.  The clear signal sent to the business community is that it does not pay to innovate or invest in new technologies.  Companies that invest will see their investment rendered meaningless, and companies that do not invest will be rewarded by the municipality for their lack of effort.
There are additional impacts on the municipality.  Wireless companies that are driven out of business or barred from entering the market will mean lost income, property and payroll taxes to the municipality.  Revenues lost to in subscription fees will likewise mean either higher prices to offset the losses or a reduction in jobs or other investments.  These effects are almost always overlooked by municipalities when they conduct feasibility studies for proposed networks.

Technical Challenges

While Wi-Fi is an extremely useful platform for localized IP services, it was never designed for nor is it effective as a replacement for wired broadband services.  Four major technical limitations prevent its use for such applications:

· Signal degradation due to obstacles and distance.  While the maximum effective range of a Wi-Fi access point can be 300 feet indoors and 900 feet outdoors, such ranges are seldom achieved outside of the laboratory.  Even a simple brick wall can effectively kill the signal indoors; trees or buildings can severely degrade the signal outside.  Actual signal achieved over a distance will vary widely with each installation, but will be less than the maximum rated range.  In addition, the nature of Wi-Fi is such that the signal degrades within a short distance from each access point.  While the connection can be maintained, the rate at which data is transmitted falls sharply a short distance away.  

· Signal interference from other devices.  The 2.4 Ghz spectrum range is unlicensed, and is used by a wide variety of devices in addition to 802.11 wireless Internet devices.  These include microwave ovens, portable phones and Bluetooth wireless devices.  But interference is also adversely impacted by other Wi-Fi networks.  And with thousand of Wi-Fi hotspots being deployed each month, the level of interference in the most populated areas is already reaching a critical point.  802.11a devices suffer less interference in the 5 Ghz spectrum, but also have their throughput degraded by interference from similar networks – and cost more in initial equipment and power utilization than other forms of Wi-Fi.
· Signal degradation due to distance and obstacles.  While the maximum effective range of a Wi-Fi access point can be 300 feet indoors and 900 feet outdoors, such ranges are seldom achieved outside of the laboratory.  Even a simple brick wall can effectively kill the signal indoors; trees or buildings can severely degrade the signal outside.  Actual signal achieved over a distance will vary widely with each installation, but will be less than the maximum rated range.  Note that this signal degradation differs from the signal lost from interference noted above in that it reflects the optional physical characteristics of the 802.11 standard.
· Lower than rated throughput.  As Wi-Fi equipment vendor Cisco Systems notes, Wi-Fi equipment based on the IEEE standards support the nominal "burst" data rate, but effective data transfer rates are far lower.  The 802.11b equipment rated at 11 Mbps, for example, only occasionally reaches close to 6Mbps with good connections.  There is overhead for header information at the physical link, IP layers for every data packet and there are also transmitted packets that maintain the network but do not contain application data.  Enabling security on the network, including both WEP and WPA, may also cause a degradation in throughput.  This means that even the best equipment available today will likely not provide the sustained throughput needed for advanced IP applications such as gaming or video services.
· Reliability issues also affect performance.  The Wi-Fi Alliance notes that 22% of the devices - such as wireless networking cards for computers, access ports and printer servers - submitted for testing at its four partner laboratories failed to work on a network on the first try.

Wi-Fi networks are known for signal loss or degradation from any of these sources.  This is not a major issue if the intention is only to check email or browse web sites, but would render Wi-Fi a less and successful alternative to wired broadband.  Efforts are underway to address these limitations.  In particular, the WiMax 802.16 specification is intended to overcome the distance limitations and interference problems.  But initial testing of WiMax devices indicates that even this new generation may not eliminate all of the problems – WiMax still suffers some level of interference from other WiMax access points and from some geographic features.
Conclusions 
The effort to deploy municipal Wi-Fi networks is, at its heart, an effort to apply a relatively successful hotspot business model to a new market segment, the municipality.

The Wi-Fi hotspot model has proven successful for end users.  Even in this model, however, utilization rates tend to be low and success for the network operator is not always assured.  Successful hotspots target relatively affluent business and personal users who have a high degree of technical sophistication and tools.  They operate in a very limited geographical venue where costs can more easily be controlled and technical issues of interference can be overcome.  And they mitigate the potential for losses by tying the Wi-Fi service to other marketing programs, such as selling cups of coffee.
Municipal Wi-Fi transfers this model to a large geographic area, targeting non-affluent users with the limited technical sophistication of the general population and limited access devices.  They do so in a venue where neither costs nor technical challenges can easily be managed, and where there is less opportunity to mitigate any losses.
Nonetheless, municipalities across the United States are under intense pressure from Wi-Fi enthusiasts, equipment vendors and consultants to implement or expand Wi-Fi based broadband services.  
A total of 34 cities have gone forward with plans to create and operate a municipal Wi-Fi network offering public access.  Even more cities – a total of 40 -- have assessed the risk involved and elected instead for public-private partnerships under which private contractors are permitted to use public resources such as rights of way in return for public-access Wi-Fi coverage of the city.  This is the model under development in Philadelphia, PA; Seattle, WA; and Minneapolis, MN.  The overwhelming majority of other cities have assessed the security, technical and economic challenges involved and elected to leave broadband entirely in the hands of private companies.
There are 10 factors that need to be considered by local governments in assessing Wi-Fi projects:
· Wi-Fi is an evolving technology that will have diverse applications in broadband and IP services.  While the technology faces a variety of challenges – security, economic and technical – it is also evolving rapidly to meet these challenges.  Few would challenge the idea that Wi-Fi has a future; rather, the question is whether Wi-Fi is the best technology to meet the needs of a wide-scale deployment of advanced IP services.  Wi-Fi may in time represent a powerful technology for broadband, but must be assessed according to its current technologies.
· The operation of a Wi-Fi network remains a high-risk project.   Evaluators should note that wireless broadband is in the early adoption stage of its life cycle – the technology could be superseded at any time, and major upgrades requiring re-investment will occur every 2-3 years.  In addition, there is no guarantee that this technology will become mainstream outside of residential use.  Initial studies of utilization rates for Wi-Fi networks is not encouraging, and Jupiter Research projects that half of the projects will fail to ever reach break-even.
· Wi-Fi networks are not a viable replacement for wired networks.  Technical issues that affect data throughput do not permit the level of sustained connectivity at high speeds required of the full range of broadband applications.  Nor are the wireless networks cheaper for consumers than wired networks, unless subsidized – the cost of wired broadband is falling rapidly, and a comparison of Wi-Fi offerings in many cities finds them to be in fact higher than the cost of DSL or cable broadband services.
  As the technology stands today, the Wi-Fi network should be considered as an adjunct to wired broadband solutions, focusing on deployment into areas that best support the benefits of enhanced mobility and flexibility for the end user.

· The network will serve a small minority of affluent residents.  Even the most optimistic data indicates that only a minority of the city population will utilize the Wi-Fi network if alternative broadband services are available.  Actual sustained use will typically be far less.  In addition, users of the network will tend to be workers in more affluent circumstances, with income levels and technical capabilities far above the norm for municipal residents.
· The network will not bring tourism, enhance business development or help close the digital divide.  These claims, frequently made by proponents of municipal networks, are not supported by any data.  Even if the network is operated with free public access – creating legal liability for the city and the continued threat of illegal acts – utilization will likely be low.   If the goal is to enhance business development or close the digital divide, there are other, more effective programs to accomplish these goals.
· A municipal network will economically harm many small businesses.  Coffee shops, restaurants, hotels and other businesses that have made the investment in Wi-Fi hotspots in order to enhance their own revenue will find themselves in competition with their own government.  Every business will be able to offer Wi-Fi services, eliminating a major marketing opportunity for businesses that took the risk and made the investment in their own networks and forcing them to make up the lost income in higher prices.  Creation of a municipal network will send a clear message to businesses that it does not pay to innovate or invest in new services.
· There are no major success stories.  Municipal Wi-Fi networks to date have been small-area tests of a few blocks or a small city center only.  While the vision of a major deployment covering tens or hundreds of square miles may capture the imagination, none have yet been built or operated.  While some networks show potential for success, many others have failed to meet their stated objectives for revenue or utilization.  Nearly all have been in operation such a short amount of time that it is impossible to assess their long-term viability.  Some cities, like Orlando, Florida, have already shut down their networks for lack of utilization (Orlando estimated that its downtown Wi-Fi network had only 27 users logged on per day).
· Non-standard equipment means higher cost.  Some consultants, to work around the inherent deficiencies of Wi-Fi as a broadband solution for large areas, are suggesting the use of “pre-standard” or “hybrid” devices.  These are generally proprietary solutions that will place the municipality at risk in two ways.  First, if the equipment manufacturer closes its doors, replacement equipment will be impossible to obtain.  Second, any equipment or support will be more expensive than equipment that meets the adopted standard.
· Security remains a major problem.  No matter what else may be said of Wi-Fi networks, they are not sufficiently secure to ensure that end users will not be at risk.  Municipalities that operate such networks will need to insure against liability for spam, identity theft, denial-of-service attacks and other illegal acts committed over the network.  Implementing available security protocols will necessitate subscriptions and lower utilization, but not doing so is to invite disaster.
· Ongoing maintenance is expensive.  These networks required continued maintenance and investment.  These expenses reduce the amount that municipalities can spend on hiring police officers, paying teachers, or repairing pot holes.  Additionally, these expenses may be required even to maintain a redundant network to that of private companies that already provide high speed access to consumers.
Recommendations For Municipal Wi-Fi
There are some circumstances in which a municipal government, despite the concerns and challenges inherent in operation of a wireless network, will elect to create one.  In cases where mitigating factors do argue for a municipal Wi-Fi network, USIIA offers five guidelines for planning:

· Municipalities considering the creation or operation of such networks should proceed cautiously in order to ensure that the projects serve the public interest in an efficient and open manner.  The US Internet Industry Association recommends that cities considering municipal networks do so only after public hearings and a public referendum on the project to ensure adequate public support.

· Municipalities should use available tools to assess the viability of the Wi-Fi network before investing public funds.  In particular, surveys should be conducted to determine how many residents of the community will use the network, and how many visitors to the city value the availability of Wi-Fi outside of established private hotspots.  Surveys may also be conducted to determine the utilization rates for existing hotspots as a determinant of the likelihood of utilization for a municipal network.  The municipality should also make use of input from a disinterested third party – that is, a party that does not derive its income from urging municipalities to build their own networks – before moving forward with a municipal Wi-Fi project.

· Municipalities should establish clear and measurable goals for the network.  Creating and operating a network is a strategy, not a goal.  The goal of the network should be to provide a set of tangible and measurable benefits to the community that are otherwise unavailable from private companies.  A city does not erect light poles, for example, to bring light to the city – it does so to reduce accidents, or crime, in ways that are measured.  The same must be true of the Wi-Fi network.  If the only purpose of the network is to have a network, the municipality is unlikely to realize any benefits from its existence.  Likewise, goals that are couched only in political hyperbole – “ensuring our citizens are not left behind,” or “bringing new prosperity to our community” – have no meaning because they cannot be measured.

· Municipalities should consider partnering with private companies to reduce their risk and offset the cost of operations.  This recommendation is supported JupiterMedia research
 indicating that half of all municipal wi-fi installations will fail to break even, placing the risk at substantial levels.  Partnering by allowing private firms to own and operate the network under contract to the city helps to mitigate this risk.
· Municipalities should consider other options in addition to creating their own networks.  Few municipal goals have only one strategy, and this is particularly true of high-risk communications projects.  Municipalities could enhance computer literacy and use, for example, by creating computer purchase programs and contracting technical support.  New business development could be boosted via tax incentives.  If the city’s goal is to achieve greater levels of wireless communication, they might consider incentives to private companies, supplemented with vouchers to lower costs for financially disadvantaged residents.  

Appendix “A” – The Definition of Municipal Wi-Fi
Wireless Wi-Fi networks utilize radio signals in place of copper or fiber wires to transmit and receive data over IP (Internet Protocol) networks.  Initially envisioned as an alternative technology for applications in which wiring or retrofitting an area was not possible, Wi-Fi is designed for a maximum range of 300 feet indoors or 900 feet outdoors.  This range can be considerably shortened by interference or obstacles, but may also be extended through use of directional antennas.

Wireless networks (also called WLANs, for Wireless Local Area Networks) used for public and municipal applications are called “LANs with infrastructure” because they require connection to a fixed source of wired or wireless backbone.  Wireless nodes (e.g., individual computers or hand-held devices) access the wired backbone through devices called “access points.” These access points allow the wireless nodes to share the available network resources efficiently. 
A municipal wireless network consists of a series of access points that are placed by engineers in a pattern that permits maximum coverage with minimal signal loss throughout the designated coverage area in order to permit access to the network from any point in the coverage area or while traveling through the coverage area.
For purposes of this paper, a Municipal Wi-Fi Network is defined as:

· A network based on the 802.11 architecture, as amended by the IEEE; and

· A network owned and/or operated by a municipality or other political subdivision; or by one or more private operators under contract to the political subdivision to offer services under a monopoly agreement, contract or lease; and

· A network in which the municipality or political subdivision bears legal and/or financial responsibility for the network and its operations, and

· A network that is operated as an internal communications system for the municipality, such as for utility, first-responder force, or other government entity; or as a publicly-accessible Internet network to which residents gain access either without restriction or by subscription; or both; and 

· A network designed to provide Internet access via a point-to-multipoint topography; and

· A network designed to be used for fixed-wireless communication; or mobile communication; or both.

This definition does not specify broadband services but rather Internet services.  Some of the municipal networks in operation offer tiered services, the initial tiers of which fall short of the designated minimum for sustained data transfer rates of at least 200 Kbps.

Appendix “B” – The State of Wi-Fi

When the Institute of Electrical and Electronics Engineers (IEEE) first established a standard protocol for wireless networking in 1997, they dubbed the new technology “802.11,” after the number designating the working group that approved the standard.  The standard was dubbed “Wi-Fi,” for Wireless Fidelity, and served both point-to-point and point-to-multipoint networking at transfer rates of 1 to 2 Mbps.

When the initial standard proved too slow for computing applications, the IEEE released updates designated “802.11a” and “802.11b.”  These 1999 updates moved data at about the same speed as the wired Ethernet networks of the time (about 11 Mbps, or Megbits per second).  As time passed and networks got faster, newer standards (802.11g at up to 100 Mbps and the soon-to-be finalized 802.11n) have evolved.
· 802.11a, mostly used for businesses, operates in the public 5 Gigahertz frequency range and offers burst data transfer rates of up to 54 Mbps.  Fast and reliable, it operates over shorter distances and is more expensive than other Wi-Fi specifications.  It is not compatible with 802.11b, 802.11g or 802.11n except in hybrid devices.

· 802.11b was made for more public network applications, such as small businesses and homes.  It operates in the public 2.4 Gigahertz frequency range, offers burst data transfer rates of up to 11 Mbps, and is relatively inexpensive.
· 802.11g is very similar to 802.11b, but operates at burst data transfer rates of up to 100 Mbps.  It is backward-compatible with the older standards, and is likewise relatively inexpensive.
· 802.11n, which will not be finalized until at least 2006, should offer the same backward compatibility and low cost in a faster network.

There are also 802.11c-f and 802.11h-m, which are designations for interim patches, updates and special-use standards.   802.11g is what consumers are sold at present, though some 802.11b devices are still on store shelves.

More recently, the focus of wireless networking for municipal applications has focused on a different standard.  Commonly referred to as WiMAX or less commonly as WirelessMAN™ or the Air Interface Standard, IEEE 802.16 is a specification for fixed broadband wireless metropolitan access networks (MANs) that use a point-to-multipoint architecture. Published on April 8, 2002, the standard defines the use of bandwidth between the licensed 10GHz and 66GHz and between the 2GHZ and 11GHz (licensed and unlicensed) frequency ranges.  802.16 supports very high transfer rates in both uploading to and downloading from a base station up to a distance of 30 miles, and is able to handle more advanced broadband services as VoIP, IP connectivity and TDM voice and data.   
It is difficult to assess the current state of wireless networking for public and municipal applications, for two reasons.  

First, the term “wireless” is used interchangeably to refer to a variety of very different technologies and applications.  Within the realm of wireless broadband, Wi-Fi is just one technology standard.  Indeed, much of the positive impetus for growth and profitability in wireless technologies is in broadband via cell phone (also termed “3G” and “4G” broadband) rather than Wi-Fi.  These wireless technologies operate in the licensed spectrum leased by cellular companies.  Research firm IDG reported in May of 2005 that US wireless carriers generated $1.6 billion in data service and application revenues in Q4 2004, from a base of 178.2 million subscribers and customers.  But those figures apply to cellular, not Wi-Fi, installations.

There are also two primary applications of wireless networking, which differ widely in their technology platforms and in their purpose -- fixed networking and mobile networking.  Fixed networking is a one-to-one transmission application in which wireless technologies including cellular, satellite, WiMax (under the yet-to-be-approved 802.16d standard), Wi-Fi, radio, fixed optical or others are used to transmit and receive a broadband signal from point-to-point.  Once received, that signal can feed into either another wireless or a wired network or computer. 

This is the technology, for example, that is used to bring broadband signals to remote or rural communities, where it can then be deployed to individual homes and businesses.  Technologies in this fixed-wireless arena have not generally fared well in the marketplace due to the availability of other solutions. For example, in 2001, AT&T Wireless Services Inc. shuttered its fixed-wireless unit, once dubbed Project Angel. Cisco Systems' acquisition of fixed-wireless player Clarity Wireless Corp. in 1998 also foundered.  Cisco Systems has no plans to deploy WiMax fixed networking products at present.
 

 Mobile networking, which is the format most closely identified with municipal Wi-Fi networks, is a one-to-many application that uses Wi-Fi, 3G cellular, Edge cellular or other technologies to enable computing at any point within a designated coverage area – a city, an airport, a hotel or even a single home.  It is currently estimated that there are 10 million US homes equipped with Wi-Fi networks,
 and another 28,000 free wireless “hotspots” in the US.
  

Some wireless applications are both fixed and mobile – as when Wi-Fi is used in a household or business both to enable network communication with computers in fixed locations but also with handheld devices or laptop computers that may move from place to place.

The second significant problem with assessing the state of wireless is that little or no research is being done on this industry today.  A strong burst of research in the 2002-2003 time frame yielded numbers of public access “hotspots,” user data and demographics, and projections for growth.  Virtually none of these has been updated since, and the major research firms have turned their attention to technologies that are more commercially viable.
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� MuniWireless.Com Second Annual Report, at http://muniwireless.com/reports/docs/July2005report.pdf


� In empathy data collection, the research does not measure actual benefits but rather surveys whether individuals feel that they do or might derive benefits.  Similarly, in an empathetic study of utilization, respondents are asked whether they might or would consider using a network or a specific piece of hardware with a certain description, rather than measuring those who actually do make use of it.  The result is that data from empathy studies is almost always manipulated toward responses the interviewer wishes to evoke.


� See http://informationweek.mobilepipeline.com/164901415





� Price for D-Link - AirPlus G 802.11g Wireless Desktop Card at Best Buy as of June 1, 2005.


� Telecommunications Industry Association, April, 2005


� “T-Mobile Wi-Fi Usage Soars,” June 14, 2005, http://digital-lifestyles.info





� MuniWireless.Com Second Annual Report, at http://muniwireless.com/reports/docs/July2005report.pdf





� USIIA “Policy With Respect To Broadband Deployment and Municipal Networks,” May, 2005


� "Municipal Wireless: Partner to Spread Risks and Costs While Maximizing Benefit Opportunities", at http://www.jupitermedia.com/corporate/releases/05.07.06-newjupresearch.html


� See Buffalo, MN web site BWIG.Net, which offers a base tier of 192 Kbps.


� “Intel Wagers On WiMax,” eWeek, May 31, 2005.


�  Allied Business Intelligence research, April, 2005


�  Ibid





