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Why Data Retention Won’t Help Law Enforcement
In state legislatures and in the halls of Congress, law enforcement agencies are pushing for Internet Service Providers to retain all of their data for a period of years, just in case a law enforcement agency might at some point want to look at the data.  It’s not a new idea, but it is a bad idea.  Here’s why:

· It’s weak evidence.  An IP address is simply a number that is assigned to a certain computer at a certain time. The data itself is weak evidence because it cannot establish who was using the computer at the time, what conduct the user was engaged in, or other critical elements in the evidence chain that would connect an individual with how that IP address was subsequently used.
· And sometimes is weaker yet.  Many times, there is simply no connection possible between an IP address and an individual.  Computer devices called “routers,” commonly used by both businesses and residential computer systems, allow multiple computers to share a single IP address.  When IP addresses are assigned through a WiFi hotspot, library terminal, business connection to the Internet, some web-based services or computers that have been hijacked by computer viruses or Trojan horse programs, the IP address simply leads to no one.


· It is easily evaded by real criminals.  Most people engaged in online child exploitation or other serious crimes know that what they are doing is a serious crime and are usually very careful to hide their tracks using these and other methods. The criminal can simply “piggyback” on an anonymous connection or the wireless service of another consumer to escape detection.
· It’s a needle in a haystack.  Even if the ISPs were to keep all the data, who would examine it?  After all, with 75 million Americans on the Internet, plus all of the libraries, schools, businesses and other connection points, there will be Terabytes of information – equivalent to billions of pages of data – to review for each day.  Most law enforcement agencies don’t have the manpower to commit to weeding through this raw data in search of a possible piece of evidence that is unlikely to be useful to the case in any event.

· We don’t have that much storage.  And even if we could build new data centers to house this data, who would pay for it?  Who would maintain it?  Who becomes liable if the information is hacked by identity thieves, or in any way misused?  Force small ISPs to bear this burden, and they will go out of business.  Exempt small ISPs from the requirement, and criminals will know to do business with small ISPs rather than larger ISPs.  And it is the larger ISPs who are in the best position to help law enforcement today.
· The current system works.  The current system of "data preservation," i.e., keeping only data specified in a court order for a specific individual after the fact and in connection with a specific criminal act, has been found adequate to the needs of law enforcement.  If there are problems with this system, they can be fixed by better communication between law enforcement and the Internet Service Provider community – and without the enormous expense, the substantial risk of invasion of privacy or the negligible return on investment offered by data retention.
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